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What Is eDiscoveny?

* The process In which electronic data IS
sought, located, searched and analyzed
for use (or the intent to use) as

Evidence in a criminal or civil legal case
A response to an FOI reguest

* Organizations have to comply with the
demands and cover the costs of
eDiscovery for any case in which they are
Involved
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fleday s Situation

Individuals have “working files™ in their desk
drawers

Departments still store paper files

ndividual' electronic documents exist on
nersonal drives or In shared directories

Shared folders are set up on shared directories

Individuals create file names according to their
preferences

Business applications store records and
Information

And no-one knows where all the information I1s
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Why The Eecus on e-Discovery?

* 80% of Information IS
unstructured

« [Large volume and ease of
duplication

« E-Documents are:
hard to dispose of

attached to tracking
Information (Metadata)

updated automatically

searchable and may be in
multiple locations
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Electronically’ Stored! Information
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Sources of Electronically Stored
Infermation

Databases Desktop computers

Network servers Laptop computers

Enterprise applications Removable media
¥, 4

Legacy systems Thumb drives

Backup and archiving CDs/DVDs

Handheld devices
Tapes

Discs PDAS

OyFlvEe Cell phones

RAM ‘ Pagers
Audio systems

Voicemail
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e-Discoverny Costs

« A Case Study
$900,000 to prepare tapes for access
1,200,000 documents reviewed
376,000 were relevant
$2.2 for lawyers to review

* Questions:

Were any past the retention period?

\Were they properly identified?
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Impact ofif ERCP in US

* Organizations are

Scrambling to find their electronically stored
Information and create data maps

Looking to software to create an overnight
solution

Reviewing their records management
programs and related retention schedules

Paying more attention to records
management
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e Changing
Environment In Canada

ebDiscovery and The Sedona
Principles




Civill Justice Reform

« Key Issues relating to eDiscovery.

Scope of electronic decuments
Preservation of electronic documents
Review of electronic decuments
Production of documents In electronic form
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And the Results?

* Ontario Bar Association, the Advocates’ Society

and others have developed: @/‘%
Templates

Guidance and
Models/checklists

* Rule revisions taking place acress the country
Ontario Implemented January 2010

« Speclific guidance on
Proportionality
Discovery plan
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Canadian Bar Associlation
Recommendations

« Create an In-house discovery team
« Develop retention and destruction policy
* Decument electronic records practices

* Train staff
* Develop discevery plan
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Sedona Canada — The Background

* Electronically stored information poses
new problems and challenges for litigants

« Judges, In-heuse counsel and law society
iepresentatives and observers from the
US judiciary' came together to create the
Sedona Canada Working Group

« Drew on the work of the Sedona
Conference

WWW.Sedonaconference.org
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Why Tfhe Prnciples?

« ES| was always there but net as much
awareness of It

« ESI IS now part of routine civil cases,
family: and criminal litigation

« ES| Is no/longer the purview of the big law
firms and' large volumes of documents

+ Cost ofi dealing with eDiscovery may
exceed the amount of the litigation

The Information Management Specialists




Sedona Canada Principle 1

« Electronically stered information Is
discoverable

Includes not only records and document but

also websites, databases, etc
Actions To Take

* Determine what information exists w
acless the organization so It can be

* Develop “data maps” to document w

nere
‘ound

Nere

Information Is located and who the owners

dl€
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Sedona Canada Principle 2

« Parties should ensure that steps taken In
the discovery process are proportionate
Costs Involve:
« Getting the documents ready to review
« Searching for what’s in and out
* |[dentifying client attorney privilege

* Trade secrets
* Preparing the documents for review

Actions To Take

* Determine how much information may be
Involved, how It will be produced and the
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Sedona Canada Principle 3

*JAS SpeRIaS Igaten s anticipated Ssteps
must be taken to preserve potentially
ielevant ESI

Actions To Take
« Don’t wait for litigation....be prepared

« Have a records management program,
Including retention schedule and regular
destruction, In place

« Have records hold processes in place
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Sedona Canada Principle 3

« Consider what infermation may.
lequired and make sure It Is “he

» Users must be notified that a ho
place and what must be kept

D€
d”

disin

« The hold will impact these records
leguired to support litigation which are

scheduled for destruction

« All'data does not have to be frozen
« Look at backups and how they are used
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Sedona Canada Principle 4

* Twoe parties meet and confer about
identification, preservation, collection,
ieview and preduction of ESI

Actions To Take

« Important to understand the requirements
not only for the information but the formats
they reguire

* I[mpacts the overall costs

« A strong RM program can reduce costs
and facilitate meet and confer
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Sedona Canada Principle 4

Preservation:
What's iniand what's out
How will'it be preserved?

Collection and precessing

Selection criteria for gathering infoermation
« Key players, timelines, systems, keywords

Review process
Automated or manual

Production
Native format or static images or both
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Sedona Canada Principles 5 - 8

Parties preduce relevant ESI that Is reasonably
accessible in terms of cost and burden

Parties are not required to search for or collect
deleted or residual ESI

Can use data sampling, searching or selection
criteria to collect relevant information

Parties agree on format
For production
Exchange between parties
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Sedona Canada Prnciples 9 - 12

Protect privileges, trade secrets, privacy and
confidentiall material

Consider and respect local discovery rules
which may. differ

Sanctions should be considered where the party
falls to meet obligations to preserve, collect,
review or produce ESI

Costs ofi preserving, collecting, reviewing
electronically stored information will be covered
Py the party producing it
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Why Are The Principles Useful?

* They give insights on what the lawyers
consider important in litigation

* They provide ammunition for your records
management program

« The US experiences following the
development of the Sedona guidelines
have Impacted RM substantially

* It’s just a matter of time here
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Preparng for Litigation

And eDiscovery




Preparing for Litigation

« Develop legal held poelicy and procedure

« Create a Litigation Readiness Plan toraddress
ISSUES:

Preservation of information
« [Data storage
« Backup
« Retrieval plan

Proportionality of potentially relevant documentation
An analysis of cost versus the benefit of the exercise
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Your Situation TToday.

Do you have:

Legal hoeld poelicies and
procedures in place?

Infermation management
policies and procedures
consistently applied across
the ministry?

Up to date organization
charts that identify who Is

accountable for which
functions in the ministry?

Coordination between
Legal, IM and I'T?

Do you know where your information resources are?
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Litigation Readiness

* The players
Lawyers
T

Records and Information Management
Professionals

Staffi invelved in the litigation
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Einding Your Information

The Data Map
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A daita map detalls:
@ wnat inforreilon tne organizator creaies

QD vvhere It ]s stored

r\rg'mved [:loeJ/rl S
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Microsoft Submission
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Beneflis of tne Daia Map
@ rlelo the attorneys and judges undersiarid
wrere ine electronically stored inforrnzaiion
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Facllitaites interviews witn T, recc
managers and rey wiirnesses

rlelps lawyers explain ine iniricacies in court
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Legal Holds
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A policy and process wnich:

@ Siops desiruciion and deletion
of inforrnzation on all redia as
a2 result of litigation

@ Involves finding, identifying
and pulling togetner
inforrnation relevant to a legzl
case and protectng thern uriil

@ Overrides ine records

cdesiruction grocess
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@ Policy statement

@ PLrgose

@ Scope

@ Roles and responsiollities
@ Procedures

Q

Litlgaiion cnecrlist
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@ Define ine proc ;
organizatlor) rle Ui ine legal nold
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@ Tracr ine legal nolds grocess

@ Define roles and resoonsiolliiies
tnrougnout ine grocess

@ Deterrnlne now to preserve ine records
@ VWriern to remove ine legal nold
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Anincident wnicr leads ine organizailon to
pelieve inat iney meay oe supject o litigatiorn
Wrio irlggers tne legal nold

A rlau neiecd Individual wno is authorized on
penalf of tne orgarnizaiion
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The Legal rHold Sieps
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@ Cornrnunicatie to siaff apout ine litigation nold
aric put tnern on noice

@ |Vlaip where relevant informeiion resides
@ Develop a metnod oy wnicn information will oe
“oreserved”

W
(D

@ |dentify wno are the Informeation creators arid
users wno will e affecied oy ine nold

@ Vlanage tne ongoing collection and nold tasks o
mee sure inforrmation is not destroyed
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@ Vlare tne necessary informaitorn avallaple
to counsel for review and oroductior In
COLIrT

0'\

@ | [ff the nold wnen tne case Is finisned so
tnail informaition car pe used or disposed
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Flow Wil Inforrnation Managernernii
Suopport eDiscovery?

[t will:

o

o

Ensure centralized control over inforrnetion creation,
rmaintenance and disposition for Information on all rmedia

Provide inforrnation as required accuraizly, rapidly and
easily to nelo in strategic planning and day to day
prograun rmanagernant

Meet legislative and regulatory requirements to manege
inforrnation on all mecdia

SUpport ine disposal of ogsolete information on a regular
pasis 1o reduce storage requirernents

Protect vital records to support ongoing operaiions
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IV eincl eDiscovery

@ rlave your information rmanagernent policies and
orocedures in place

@ Ernisure tnat legal nolds are covered
neclul

@ Apply your reiention scrniedules to notn paper
arcl electronic inforrneation
Q@ Urndlerst

ancl your data reooJJrorJes ancl sysierns
(If necessa ry do an inveniory of sysierms anc
docurnentation)

@ Talk to your lawyers apout tnelr litgation
recjulrernents

U?
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IV eincl eDiscovery

, ancl wrere

inforrnaton to /our e,@cu't]vesl
@ Find out now many law suits you are involved ir,
look at tne cosis, and snow now [V car nelop

@ Reviialize your IM prograim

—
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Tecnnology and
=eDiscovery

Bullding ine Soluion
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The e-Discovery Pro
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The EDRM Cornponeriis

Inforrnation marnagernent: tne marnagermnent of the
inforrnation frorn creatiion to disposiiion
Identification:

which Individuals are involved in activities impacted oy litlgation

Potential inforrmation sources

Technology sources: lagtops; databases; shar
reserveailon: mealntzains and keeps ine inforrmeatorn
secure and uncrangeaple for ine duration of tne Jlrucluom
Collection: orings In relevant inforrnziion frormn all i)
various sources and locks It dowrn for review

newred folders, etc
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Produciiorn: consolidating ine inforreatior
anc greparing for tne legal case
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Day to Day Business Applications

@ cnierprise Conient Managernerii
Fecords meanagernent
Docurrient rnaregerrert
Irmaging
Worrilow

@ =rmnall and flle arcrniving
@ =nierorise searcr, collection and

oroduciior)
@ L2gal nolds, retenilor
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The Botiorn Line - Be Prepared

@ Se groacilve! Don’t wealt unill you are

feicing requests for information pefore you
Isj

(—l

ﬁ')

@ Gei your Information managecd as part of
YOLr orgolng ousiness activiiies

@ Undersiand your inforreilon resources
and Imolernent retenion scriedules

/

@ Creafe a cross-functional tearrn
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e-Discovery Is rlere

Wneit Are YOUR Nexi Steps?
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